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1.0 Executive Summary 

Who is Security Innovation? 

Security Innovation is a Microsoft SDL Pro Network Member and an authority on application security 

and leading independent provider of Software Risk Assessment, Mitigation and Education services.  

Dozens of leading organizations, such as Microsoft, Sony, GE, and FedEx rely on our expertise to 

understand the security risks in their software systems and implement the process change necessary to 

build and deploy more secure applications.   

In the late 1990’s, Security Innovation (SI) conducted ground-breaking research that was funded by the 

US Government and commercial entities.  This research led to the company’s core competency of 

understanding how applications function and fail with respect to security. From that core competency, 

SI developed education courses and content to help organizations build internal expertise through 

consulting services, training courses, and innovation products.  

Additional bi-products of Security Innovation’s ground-breaking research and ongoing experience 

include a series of award-winning books, the creation of industry-adopted methodologies, and the 

generation of tools used to identify and remove security vulnerabilities in software.  

Building on its prodigious research capabilities and leveraging its continual work in information 

assurance and data integrity, SI developed unparalleled expertise in the world’s most dominant 

computing platforms and development environments. This body of knowledge is continuously updated 

and synthesized to create the strongest marriage of security and software development expertise in the 

commercial marketplace.  This expertise is captured in our product and training courses and is made 

available to customers in various formats: live instructor-led, eLearning, and virtual classroom.  

Our experts have trained conducted assessments for dozens of Fortune 500 companies, including 

Motorola, Sony, ING, SAP, Symantec, McAfee, Credit Suisse, HP, Microsoft, IBM, & many US Federal 

Government organizations. Our experts routinely provide their perspectives on application security 

issues for reputable media outlets like CNN, Fox News, Forbes, HBO, Business Week, MSNBC, CSO 

Magazine and dozens of others. 

Case Study Introduction and Solution Summary 

Sony created a “near shore” development center that was tasked with low-cost software application 

development. Though the group was talented and efficient, the company faced several security 

challenges, including limited expertise on application security topics, high-visibility applications that 

were increasingly under attack and scrutiny, and the risk of retro-fitting existing applications to operate 

in increasingly “open” environments, i.e., the Internet, with no foreknowledge of operating 

environments or user intent, which means drastically accelerated risk. 

SI provided Sony a Microsoft SDL process assessment, gap analysis, roadmap creation, and training to 

help Sony determine their current state and move them from the Basic level of the SDL to a Standardized 

level.  
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Ideally, Sony would like to move to Microsoft SDL Dynamic level. In our initial engagement with them, 

they have already begun to adopt elements of the Advanced level and show potential to move through 

Advanced and into Dynamic within the next year. 

2.0 Case Study background 

 

Project Driver 

Sony requested that Security Innovation (SI) provide an SDL business proposal, with several phases, 

that will help Sony: 

- Attain and sustain a higher level of security in their applications 

- Enhance the current security practices of their near-shore software development team  

- Build and maintain internal software security expertise 

- Provide a means through which Sony can utilize SI for on-demand security assessments and 
training 

- Better protect Sony web-facing applications, and  

- Further distinguish Sony as the premier provider of integrated and collaborative computing 
solutions in Europe 
 

Sony faces several challenges presently: 

- Limited expertise/knowledge of application security internally 

- A critical marketing site that is regularly updated and needs frequent security assessments with 
short turn-around/delivery timelines.  

- A near-shore development team of roughly 100 who need to improve the overall quality 
(including security) of developed software applications  

- Lack of a “Security Champion” in each software development team 

- Limited just-in-time learning with respect to secure development and security testing 

- Danger of security vulnerabilities in their applications being exposed and exploited, the 
repercussions of which could mean loss of customer base, reputation, and share price 

- The risk of operating in increasingly open environments (web, ESA, et al) with no foreknowledge 
of operating environments or user intent, which means drastically accelerated risk 

Scope of project and expected outcome 

The objectives of the project were: 

- Create a robust, repeatable, and easily-adoptable software development process that includes 
security activities and check points at every phase of the SDLC (software development lifecycle)  

- Pragmatically and prudently help the Sony development team become more proficient in 
developing secure, high-quality Windows and .NET web applications 

- Define a recurring security assessment program  

- Minimize and optimize the time developers spend in instructor-led training courses 

- Improve the application security knowledge internally for software development  

- Deliver an always-on learning and reference system for secure software development and 
testing 
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- Define and populate the role of “Security Champion” for the software development teams, 
beginning with Security Innovation staff and transitioning to Sony employees over time. 
 

The solution outlined below describes a 3-phase 18-month program wherein Sony made an initial 

investment in assessment of the current SDLC as well as some turn-key web security assessments and 

consulting services from Security Innovation, leading to some customized training for the development 

team (eLearning and instructor-led), adoption of a best-practices knowledge base for secure coding and 

testing, and the optimization of the Microsoft SDL with: appropriate team activities at each phase, 

appropriate phase transition gates, and introduction of the role of security champion (see figure below.)  

Assessment metrics were also defined so program effectiveness could be measured. Security Innovation 

created trend reports for the recurring web security assessments and also a bank of exam questions 

which were used to judge the evolution of the team pre- and post-training sessions.  

The initial goal is to make sure that the Sony team that Security Innovation is working with is producing 

high-quality applications that meet or exceed Sony and industry standards for quality and security. The 

secondary goal is to make Sony more self-reliant for security expertise within 18 months via a 

systematic approach as described in the Microsoft SDL Optimization Model.   

Rationale behind 3)ȭÓ multi-phased approach 

The business challenges for large technology vendors have changed substantially in the last few years as 

security concerns have eclipsed most other quality and functionality needs of customers. Customers 

now expect that software and websites are secure “out-of-the-box.” This means that vendors who ignore 

security risk losing market share to other vendors who take it more seriously. Further, removing 

software vulnerabilities before they reach end users and customers provides both a clear security 

benefit and a measurable cost savings to the organization. Gartner estimates that if 50% of 

vulnerabilities were removed prior to production for purchased and internally developed software, 

enterprise configuration management costs and incident response costs would be reduced by 75% 

each1, a huge technical support cost savings. 

 

                                                           
1 Pescatore, John, ñRequire Vulnerability Testing During Software Developmentò, Gartner Research 

http://www.microsoft.com/downloads/details.aspx?FamilyID=90a402a0-ca84-42a2-b2ab-1ce8de999582
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The end goal is nothing short of making Sony self-reliant for security expertise in the form of tailored 

processes, practices, and technology. This challenge will take time, but the systematic approach we 

describe below will achieve the desired results.  

Overview of solutions implemented and roadmap creation 

Sony needed to understand not only what to do, but more importantly HOW and WHEN to do it. They 

had already invested in a web vulnerability scanning tool (dynamic analysis for web applications); 

however, they were not reaping much benefit from the tool because the development team didn’t know 

how to fix the problems the tool identified and the Information Security team lacked the domain-specific 

knowledge to “fine-tune” the tool and integrate it into day-to-day activities.   

The first step was to conduct a development lifecycle assessment and build a gap analysis to identify the 

missing skills, tools, and procedures; most importantly, the development lifecycle assessment provided 

the baseline from which Security Innovation was able to construct a roadmap and sequence the training, 

tools adoption, and process change necessary to adopt the SDL and move from the Basic to the 

Standardized level of the SDL Optimization Model.  

Security Innovation began with the Microsoft SDL self-assessment questionnaire; however, we 

customized this based on what we knew of Sony’s development environment. We spent more effort 

exploring where Sony stood with respect to people and process as well as (though to a lesser extent) 

tools. The focus areas for the analysis included the following “Top 12”: 

1. Version control 
2. Source code scanning 
3. Vulnerability Management 
4. Test Automation 
5. Web Security vulnerability scanning 
6. Application-layer security mitigation (e.g., a Web application firewall) 
7. Secure SDLC activities for development teams at each phase, e.g., design, code, test, et al. 
8. Training (both technical and awareness) 
9. Internal “Red Teams” (playing the role of attacker) 
10. Third-party security reviews (at code and as-built layers) 
11. Application security auditing 
12. Integration of Application Security with Risk Management practices 

For each area, SI asked both the “IS” and the “HOW” questions. For example, was Sony using test 

automation tools and, if so, how were they being used. And then dive one layer deeper and so on. Even 

though Sony knew that moving from the Basic to the Standardized level of the SDL Optimization Model 

was the first objective of the project, it was critical that Security Innovation provide Sony “the big 

picture” and give them insight into activities indicative of a fully-mature organization. Therefore, 

Security Innovation explained all four levels of the SDL Optimization Model and provided Sony a glimpse 

into typical activities that organizations practice for each level; this gave Sony a 2-3 year goal at which to 

aim and helped both companies maintain perspective and communicate to internal stakeholders that 

this was a business process change that would take time and yield benefits in both the short- and long-

term. 
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Figure 1 - The 4 Levels of the SDL Optimization Model  
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Figure 2 - Sony-specific implementation of SDL Optimization  
 

The specific parts of a Sony/SI relationship are fourfold: 

1. Recurring Web Security Assessment Services  

Measurement: online management dashboard with trend reporting 

2. Optimizing the SDLC: SI conducted a review of the existing software development lifecycle 
(SDLC) and process in use and construct a gap analysis report.  SI analyzed the current activities 
and “exit gates” employed by the team at each stage and made recommendations for 
improvement and optimization.  

Measurement: initial gap analysis report, complemented with secondary review and 
comparative analysis. Updated SDL process and Optimization Model documentation. 
 

3. Development of Security Champions . 

Measurement: pre- and post-training exams  

4. Knowledge Capture and Growing In -house Expertise : The ultimate objective is to build 
security expertise inside of Sony and make the development teams more self-sufficient with 
respect to secure coding. The adoption of a best-practices knowledge base for secure coding and 
testing as well as training courses for the development teams were paramount here.  

First 6 months

ά.ŀǎƛŎ ¢ǊŀƛƴƛƴƎέ

6-12 months 

άLƴǘŜǊƳŜŘƛŀǘŜέ

12-18 months

ά!ŘǾŀƴŎŜŘέ
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Measurement:  pre- and post-training exams. Also, we will monitor security vulnerability trends 

in the managed assessment service and web portal described above to compare progress of 

certain teams and/or applications.  

3.0 Solution Implementation 

Security Innovation recommended and is in the process of implementing a 3-phase solution. At the time 

of this case study, the first 2 phases are complete and phase 3 is beginning. 
 

First 6 Months (Phase 1) 

 Objective: decompose the software development lifecycle into simple elements. Normalize the 
development team on application security importance, and give each team member specific and 
clear security tasks to conduct as part of their day to day job function. 
 

 Activities:  
o Security assessments of applications built by the Sony development team aggregate data 

for the creation of a web portal. 

o Introductory training classes to help all team members set a baseline for information and 
application security practices.  

o SI’s TeamMentor product is introduced and its principles  and attacks  are used  

o Five introductory training courses were rolled out to specific roles (with baseline exams 
for each): 

Á Introduction to the Microsoft Security Development Lifecycle (SDL) for Product 
Managers, Architects, and Developers 

Á Privacy in Software Development  for Product Managers and Architects 

Á Secure Software Design for Product Managers and Architects 

Á Fundamentals of Creating Secure Code for Developers 

Á How to Break Web Software for Testers 

o SI conducted a review of the existing software development process, paying particular 
attention to the security “gates” used by the team.  

Á SI conducted both process and document reviews as well as staff interviews as 
part of this analysis for the purposes of enhancing the security gates and 
establishing a framework to further enhance the entire SDLC. 

Á SI reviewed the use of AppScan and made specific recommendations for usage as 
a “health check” utility within the context of the normalized security framework 
 

 Outcome/Results: 
o Creation of a normalized security framework from which all team members operate 

o Unified training and awareness for entire development team 

o Collection of initial data for web security reporting portal 

o Number of security vulnerabilities self-identified by team begins to increase 

o Identification of a Security Champion for each development team 
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Months 6-12 (Phase 2) 
 
 Objective: the objective for the second six months was to move the development team to finer 

granularity with respect to security activities in its application development lifecycle and begin 
to build the body of knowledge and security expertise internally. The goal here is to integrate 
best practices into the everyday interests of each team member. This phase transitioned the 
team from Basic to Standardized SDL Optimization Model. 
 

 Activities:  
o SI rolls out the web portal and begins to regularly publish results and report on trending 

of application vulnerabilities, fix-find rates, etc.  

o TeamMentor checklists , how-ÔÏȭÓ, and guidelines are used for .NET Web applications in 
the coding and testing phases. 

o Team members begin to collaborate using TeamMentor and augment SI-supplied content 
with lessons learned from Sony development projects 

o Five intermediate courses are offered to specific roles (with exams for each): 

Á Advanced Secure Software Design for Architects 

Á Introduction to Microsoft SDL Threat Modeling for all team members 

Á Creating Secure Code for .NET Applications for Developers 

Á Creating Secure Code in C/C++ for Developers 
Á How to Break Software Security (with Bootcamp) for Testers 

o SI rolls out new enhanced security gates to be used by the team.  

Á Security Champions begin to contribute to SDLC review and optimization 

Á SI will mentor team on using AppScan in pre-deployment testing and in 
conjunction with central security team (to align needs and objectives)  

 Outcome/Results: 
o Active use of security gates by all team members 
o Knowledge transfer very active from SI Ą Sony 
o Trend reporting on web security portal 
o Developers producing more secure code; as a result, number of security vulnerabilities 

self-identified by team begins to decrease (esp. repeat vulnerabilities) 
o Security Champion taking leadership role in each development team 

 

Months 12-18 (Phase 3) 

To date, Security Innovation has helped Sony improve its Training, Policy, and Organizational 

Capabilities with respect to secure software development. Though SI began with the “Basic to 

Standardized” model, it also simultaneously established security practices at Sony that enabled them to 

implement activities from the Standardized and Advanced Models.  

 Objective: the objective for the last six months is to develop internal application security 
expertise and to create an end-to-end Advanced SDL that is robust from a security and quality 
perspective. At the end of this phase, each team member will know his/her responsibilities with 
respect to security and will be properly equipped to be accountable for those responsibilities.   
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 Activities:  
o SI continues to aggregate data on the web portal and regularly publish results and report 

on trending of application vulnerabilities, fix-find rates, etc.  

o TeamMentor checklists , how-ÔÏȭÓ, and guidelines are used for .NET and C/C++ 
applications in the coding and testing phases and new content is rolled out specific to 
AJAX and Web Services technology. 

o Advanced courses for developers and testers as well as one refresher courses for all: 
Á Secure Coding for AJAX, .NET, and Web Services  for Developers 

Á Web Application Security Testing Boot Camp (5-day) for Testers 

Á Attacker Techniques Exposed  for All 
 

 Expected Outcome/Results: 
o Complete optimized SDL process in use by all team members 

o Security Champions develop into team-based security experts 
o Full year of trend reporting on web security portal 

o Developers producing more secure applications  

o Security Champion mentoring other team members 

o Software development teams self-sufficient and accountable for security and quality 
 

4.0 Conclusion 

Sony began at pre-Basic SDL Optimization level; however, SI has already moved them to Standardized 

and begun to implement elements of the Advanced and Dynamic levels in some small pockets. The 

solution was appropriate given Sony’s starting point and they are well on their way to self-sufficiency. 

The SDL Optimization Model and training courses provided an easy and adoptable platform for Sony to 

begin the transition from an immature to mature organization with respect to software security.  

 

 

 

 

 


